TunoBble Tpeb6oBaHUSA
no opraHnsayum n odéecrnevyeHnto hpyHKLMOHUPOBaHUA WNpPOoBaNbHbIX
(xpunTorpacuyecknx) cpeacTs, NpegHasHauYeHHbIX A4N1A 3alWUTbl MH(hopmauun, He
cogepxauleil cBegeHnii, CoOCTaBNAIOLWMX rocyJapCTBEHHYIO TaliHy B cnyyae ux
MCNosib30BaHUA AN o6ecneyeHN 6e€30MNacHOCTU NepPCOHa/IbHbIX AAaHHbIX NPU UX
06paboTKe B MHPOPMALMOHHbLIX CUCTEMaX NepPCOHaNIbHbIX AaHHbIX
(yTB. ®CB PP 21 cheBpansa 2008 r. N 149/6/6-622)

I. OGLiMe NonoXxxeHns

1.1. HacToswme TpeboBaHua onpefenaiT MNOpALoK opraHusauum u obecrnevyeHus
PyHKUMOHMPOBaHUA LWMGIPOBasIbHBIX (KpUnTorpaduyeckmx) CpeacTs, npegHasHauyeHHbIX 4/
3aWnTbl MHbopMaunn, He cofepXkallen cBefleHnid, CoCTaBNALWMX rOCYAapCTBEHHYHO TaliHy
(Danee - KpunTOCPEACTBO) B C/lyyae MX MCMO/Mb30BaHUA ON1A obecneyeHnss 6e30nacHOCTU
NMepCoHaNIbHbIX AaHHbIX MPU UX 06paboTke B MHAIOPMALMOHHLIX CUCTEMAX NEePCOHasIbHbIX
AaHHbIX (ganee - HhopmaLoHHas cuctema).

1.2. HacTtoswue TpeboBaHusA paspaboTaHbl BO UCMOSTHEHUE:

- ®epepanibHOro 3akoHa "O nepcoHaslbHbIX gaHHbIX" oT 27 nona 2006 r. N 152-93
(Ctatbsa 19);

- MonoxeHunss 06 ob6ecrneyeHnn 6e30NaCHOCTM MEPCOHANIbHBIX AaHHbIX MpU  UX
06paboTke B MHMPOPMAUMOHHBLIX CUCTEMAxX MNEepPCOHasIbHbIX [AaHHbIX, YTBEPXAEHHOro
noctaHosneHuewm Mpasutensctea P® ot 17 Hos6psa 2007 1. N 781 (ganee - NonoxeHwue);

- MonoxeHuss o ®defepanvHOil cnyxbe 6e3onacHocTn Poccuiickoin ®egepauun,
yTBepxaeHHoro Ykasom [pesmgeHTta Poccuiickoii depgepauymm ot 11 aBrycta 2003 roga
N 960.

1.3. HacTtosuwume TpeboBaHus:

- ABNAKOTCA  06sA3aTeNbHbIMU AN oneparopa, OcylwecTeasawwero o06paboTky
NMepcoHaNIbHbIX [AaHHbIX, a Takke /nua, KOTOPOMY Ha OCHOBaHUM [0roBopa oneparop
nopyyaetr o06paboTKy MNepCcoHasIbHbIX [aHHbIX W (UAKn) nvua, KOTOPOMY Ha OCHOBaHUM
[oroBopa onepatop rnopy4YyaeT oOkKasaHWe Yycnyr no opraHusaumm un obecneyeHuto
6e30nacHOCTV 3alunTbl NEPCOHasIbHLIX AaHHbLIX NpU KUX 06paboTke B WH(OPMALMOHHOM
CUCTEME C MCMOJIb30BaHNEM KpUNTocpeacTs. Mpy 3TOM CyLLeCcTBEHHbIM YC/I0BYEM [0roBopa
ABNAETCA 00f3aHHOCTb  YMOSIHOMOYEHHOrO NMua obecneunTb  KOHPUAEHUMaIbHOCTb
NMepCoHaNIbHbIX [aHHbIX U 6e30MacHOCTb MEePCOHasIbHbLIX [AaHHbIX MpU UX 06paboTke B
NHOOPMAaLNOHHOM cucrteme B cny4yasx, npeayCcMOTPEHHbIX [eCTBYOLLMM
3aKoHOAAaTeNbLCTBOM;

- pacnpocTpaHATCA Ha KPUNTOCPeACTBa, MpefHas3HayeHHble A1 obecnevyeHus
6e30MacHOCTN MepPCOHasIbHbIX AaHHbIX MpU MX 06paboTke B WMHIOPMALUOHHBIX CUCTEMAx
NMepcoHaNIbHbIX [aHHbIX, BCE TEXHWYEeCKMe CpeAcTBa KOTOPbIX HaxoAATca B npegenax
Poccuiickoin ®efepaLmu, a Takke B CUCTEMAXx, TEXHUYECKNE CPeacTBa KOTOPbIX YaCTUYHO UK
Le/IMKOM HaxoaAaTcs 3a npegenamu Poccuiicko degepaumn.

- He OTMEeHAT TpeboBaHUA WHbIX [LOKYMEHTOB, pPeraMeHTUPYoLWmX MNopsaaokK
obpalleHnss co  CnyxebHoW MHGOpMauuMen  OrpaHUYEeHHOro  pacnpocTpaHeHus B
hefepanbHbIX opraHax UCNOHUTENBHOW BNacTu.

Onepatop C y4eToM OCOGEHHOCTEN CBOeN AeATeNIbHOCTU MOXET paspabartbiBaTb He
npoTmBopeyaliMe HactoAwmm TpeboBaHMAM MeToAMYecKMe pekoMeHJaumm no  ux
NPUMEHEHUIO.

Ncnonb3yemble p[na  uenein Hactoawmux TpeboBaHWA TepMUHbI U OnNpeaeneHns
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npuBeAeHbl B npunioxeuun 1.

2. OpraHusauua u o6ecnevyeHne 6e30MNacHOCTN 06PabOTKM C UCMOJIb30OBaHUEM
wudpoBanbHbIX (KpunTorpaduueckmnx) cpeAcTB NEPCOHa/IbHbIX AaHHbIX

2.1. be3sonacHOCTb  06paboTKM  MEePCOHasIbHbIX  AAHHbIX C  UCMNOMIb30BaHUEM
KPMMNTOCPEACTB OpraHu3yloT M o6ecrneyvsaloT onepatopbl, a Takke vua, KOTOpbIM Ha
OCHOBaHWM [0roBopa onepatop nopyyaetr o6paboTKy NepcoHasIbHbIX AaHHbIX U (Uan) nuua,
KOTOPbIM Ha OCHOBaHWW [0roBOpa Onepatop MopyyaeT OkasaHue ycnyr no opraHusauum u
obecneyeHno 6e3onacHOCTU 06paboTKM B MHKOPMAUMOHHON CUCTEME NEepPCOHasIbHbIX
AaHHbIX C UCNOMb30BaHNEM KPUMNTOCPEACTB.

ObecneyeHne  6e30MacHOCTN  MEPCOHa/IbHbIX  [aHHbIX C  UCMO/Ib30BaHUEM
KPUNTOCPEACTB AO/IHKHO OCYLLECTB/IATLCA B COOTBETCTBUN C:

1) Npukazom ®CBE Poccum o1 9 dpeBpasnis 2005 . N 66 "O6 yTBepxaeHun MonoxeHns
0 pa3paboTke, MPOU3BOACTBE, pea/m3auunm U1 IKcnayarauum  LWNGPOBasIbHBIX
(kpunTorpadonyeckmx) cpencTs 3awmTtbl MHhopmaymu (MonoxeHne MNMK3-2005)";

2) TMocraHoBneHuem [lpaButensctBa P® or 29 pgekabpa 20071 N 957 "O6
YTBEPXAEHMMN MONOXKEHUI O NNLEH3UPOBAaHNN OTAEbHbIX BUAOB AeATe/IbHOCTU, CBA3AHHbIX C
lWwndppoBanbHbIMK (KpunTorpadomuyeckumn) cpeacrsammn’;

3) Metoauyeckumu pekomMeHaaLMaAMmM No 06ecnevyeHnto ¢ NOMOLLBbI0 KPUNTOCPEACTB
6e30nacHOCTV NepcoHasibHbIX AaHHbIX NPU UX 06paboTke B MHPOPMALMOHHBIX CUCTEMAaX
nepcoHasIbHbIX AaHHbIX C UCnosib3oBaHneM cpencTB aBtomatmsauum (N 149/54-144, 2008 r.
®CB Poccum),

4) HacTtoswmmn TpeboBaHUAMMW.

2.2. Onepatopbl HeCcyT OTBETCTBEHHOCTb 3a COOTBETCTBME MPOBOAMMbLIX UMW
MeponpuATKiA No opraHM3auun n obecneyeHnto 6e3onacHOCTM 06paboTKM C MCMNOb30BaHNEM
KPUNTOCPEACTB MEPCOHasIbHbIX  AAaHHbIX  JIMUEH3NOHHLIM  TpeboBaHUAM U YCNOBUSAM,
3KCM/lyaTauMoOHHON N TEXHUYECKOM AOKYMeHTauuu K KpUnTocpeacTBam, a Takke HacTosALWMM
TpeboBaHuaM.

Mpn aTOM oneparopbl AO/HKHbI 06ecrneyrBaTb KOMMIEKCHOCTb 3aLUTbl NePCOHaSIbHbIX
[AaHHbIX, B TOM YMC/ie NOCPEeACTBOM NMPUMEHEHUS HEKPUNTOrpadouyeckmnx CpeAcTB 3alinTol.

2.3. Npn paspaboTke 1 peanmsaunm MepONPUSATUIA N0 opraHM3auumn 1 obecneyeHuto
6e30nacHOCT NepcoHaslbHbIX [AaHHbIX Mpu MX 06paboTke B MH(OPMAaLMOHHOW cucteme
oneparop Wiv yrnosiIHOMOYEHHOE ornepaTopoM /L0 OCYLLIECTB/IAET:

- pa3paboTky 4719 KaXkA0M MHADOPMALIMOHHOW CUCTEMbI NePCOHASIbHbIX AAaHHBLIX MOAENN
yrpo3 6e30nacHOCTN NepCcoHasIbHbIX AAHHbLIX MPU NX 06paboTKe;

- pa3paboTky Ha OCHOBE MOAEeNW Yrpo3 CcucTemMbl 6e30NacHOCTU NepCOHasIbHbIX
[AaHHbIX, obecneymBaroLeil HeMTpann3aLmo BCeX NepeuncieHHbIX B MO4eN Yrpos;

- onpegeneHne HeobxoAMMOCTM WCMOMb30BaHUA KPUNTOCPEACTB AN obecnevyeHus
6e30MacHOCTW NepCcoHasTbHbIX AaHHbIX U, B Cllydae NoNoXUTENbHOIO peLleHns, onpeaesneHme
Ha OCHOBE MOAENN yrpo3 Lenn 1UCnonb3oBaHUsA KPUNTOCPEACTB AN 3alMTbl NEPCOHasbHbIX
[AaHHbIX OT HEenpaBOMEPHOro WAW CAy4yarHOro AOoCTyna K HUM, YHUUTOXEHWUS, U3MEHeHMs,
6N10KMPOBaHUSA, KOMUPOBAHWUA, PacrnpoCTpPaHeHUs MNepCcoOHasIbHbIX AaHHbIX W (MK) WUHBIX
HenpaBOMEpHbIX AENCTBUI Npu X 06paboTKe;

- YCTAaHOBKY W BBOA4, B 3KCr/yarauuio  KpPUNTOCPeACTB B COOTBETCTBUW  C
3KCnIyaTauMoHHON N TEXHNYECKON AOKYMEeHTaUMeR K 3TUM cpeacTBam;

- MPOBEPKY TOTOBHOCTW  KPWUMTOCPEACTB K  WUCMO/Ib30BaHUIO C  COCTaB/IEHWEM
3aK/t0YEHUI 0 BO3MOXHOCTW UX 3KCNyaTauuu;

- 06yyeHue L, UCMOoMb3YHLWUX KPUNTOCPEACTBA, paboTe C HUMMU;
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- NO3K3EMMNAPHbIA  YYET UCMNO/b3yeMbIX KPUNTOCPEACTB, 3KCMayaTalMoHHOW W
TEXHWYECKOWN [OKYMEHTaLUNUN K HUM, HOCUTENEN NepCoHasIbHbIX AaHHbIX;

- yyeT vy, AONyLEeHHbIX K paboTe € KpunTocpeacTBamu, npefHasHavyeHHbIMU AN
obecneyeHnss 6e30MacHOCTV MEPCOHasIbHbIX AaHHbIX B WHGOPMALMOHHON cucTeme
(nonb3oBartesiv KPUNTOCPELCTB);

- KOHTPO/Ib 32 COGMAEHVEeM  YC/IOBUWA  UCMOMb30BaHWS  KPUMNTOCPEACTB,
npenycMOTPEHHbIX 3KCM/TyaTaunoOHHON Y TEXHNYECKON AOKYMeHTaunen K HM;

- pa3buparenibCTBO 1 COCTaB/IEHME 3aK/IOYEHU MO akTaM HapyLleHUs YC0BWiA
XpaHeHUsi HocuTener MNepcoHaslbHbIX [AaHHbIX, WCMONb30BaHUA KPUNTOCPEACTB, KOTOpble
MOTYT MPUBECTU K HapyLUEHUI0 KOH(UAEHUMaIbHOCTU MEPCOHaNIbHBLIX AaHHbIX WUNN OPYTAM
HapyLLUEHMAM, NMPUBOAALMM K CHUXEHMIO YPOBHA 3alUMLLEHHOCTU MNEePCOHasIbHbIX OAHHbIX,
pa3paboTky U MpUHATME Mep MO NPefoTBPAaLLEHU0 BO3MOXHbIX OMAacHbIX MOCiencTBuUi
NOAO06HbIX HapyLUEHWI;

- ONUCaHMe OopraHM3aumoHHbIX N TEXHUYECKUX Mep, KOTopble oneparop 06sa3yetcs
OCYLLEeCTB/IATL Npu obecneyeHnn 6e30MacHOCTM NePCOHASIbHbIX AaHHbIX C UCMO/b30BaHEM
KPUNTOCPEACTB Npu nx 06paboTke B MHPOPMAaLMOHHbIX CUCTEMAX, C yKa3aHWem B YaCTHOCTW:

a) NHAeKca, YC/IOBHOTO HavMEeHOBaHUA N PerucTpaumoHHbIX HOMEPOB UCMOMb3yEeMbIX
KpMNTOCPEACTB;

6) COOTBETCTBUSA pasMeLLEHMS N MOHTaxa annapatypbl 1 060pyA0BaHNA, BXOAALLErO B
COCTaB KpUNTOCPeACTB, TpeboBaHWAM HOPMAaTUBHOW  AOKYMeHTauuu U npasunam
Nno/sib30BaHUA KPUNTOCPEeACTBaMU;

B) COOTBETCTBUSA MOMELLEHWNA, B KOTOPOM pasMelleHbl KpUNTocpeacTBa M XpaHuTcs
K/oYeBas LOKyMeHTaumsa K HAM, HacTosawmnm TpeboBaHUAM € onvcaHueM OCHOBHbIX CPe/CTB
3alnThl;

r) BbINONHEHUA  TpeboBaHU K  MarepuasibHbIM  HOCUTENSAM  BMOMETPUYECKUX
MEepPCOHa/IbHbLIX [AAHHbIX W TEXHONOTUAM XPaHEeHUS TakuX [OaHHbIX BHE WH(OPMAaLNOHHBIX
CVCTEM MEPCOHASIbHBIX AaHHbIX.

OnuncaHve NPUHATBLIX Mep AO/KHO ObITb BK/HOYEHO B YBEAOMIEHNE, NMPeayCMOTPEHHOE
yacTtbio 1 cTtatbn 22 degepasibHOro 3akoHa "O nepcoHasibHbIX AaHHbIX".

2.4. MNonb3oBaTe/in KPUNTOCPEACTB [AOMNYyCKalTCA K paboTe C HUMW MO pPeLueHunio,
yTBEpXAaemMomy onepatopoM. Mpu Hannuumn AByx 1M 6onee nosb3oBaTesieinl KpUnTocpencTs
06A3aHHOCTM MexXAy HUMU [O/MKHbl OblTb pacnpefesnieHbl C YY4eTOM [epCOHasIbHON
OTBETCTBEHHOCTU 3a COXPaHHOCTb KPUNTOCPEACTB, K/IIOYEBOM, 3KCnyaTauMOHHOW W
TEXHUYECKOW JOKYMEHTaUMW, a Takke 3a NopyyeHHble y4acTku paboThbl.

2.5. MNonb3oBaresniv KpUNTocpencTs 0653aHbl:

- He pasrnawarb MHopMauuio, K KOTOPO OHM [OoNyLLeHbl, B TOM YuC/e CBeAEeHUs O
KPUNTOCPEACTBaX, K/THYEBLIX AOKYMEHTAX K HAM N APYTrUX Mepax 3allinThbl;

- cobnopgate TpeboBaHUA K o0b6ecrneyeHuto 6e30MacHOCTU MEepPCOHASIbHbIX [AaHHbIX,
TpeboBaHus K obecrnevyeHnto 6e30MacHOCTM KPUNTOCPEACTB U K/THOUYEBBIX JOKYMEHTOB K HUM,

- coobwartb O CTaBWWX WM W3BECTHbIMW MOMbITKAX MOCTOPOHHUX /1L, MNOMY4YUTb
cBefeHns 06 NCMNosb3yeMbiX KpUNTOCPEACTBAX UM K/THOYEBLIX AOKYMEHTaX K HUM;

- HeMe[J/IeHHO YBeJOM/ATbL oneparopa O (pakTax yTpaTel WAXM  HepocTayu
KPUNTOCPEACTB, KNHOYEBbIX AOKYMEHTOB K HUM, K/HOYE OT MOMELLEHWI, XPaHUIULL, JINYHBIX
nevatein M o [pyrux gpaktax, KOTOpble MOryT MNPMBECTM K pasrnalleHuio 3almaembix
nepcoHaNIbHbIX AAHHbIX.

- cAaTb KPpUNTOCPEACTBa, 3KCMnayaTaunmoHHYH UM TEXHUYECKYID AOKYMEHTaLMI0 K HUM,
KNtoyeBble [OKYMEHTbl B COOTBETCTBMM C MNOPSAAKOM, YCTAHOBJ/IEHHbIM HACTOALMMMU
Tpe6oBaHNsAMK, NpPU  YBOJIBHEHUW WAW  OTCTPAHEHUW OT WCMNOJIHEHUA 06513aHHOCTEN,
CBSA3aHHbIX C UCMNOMIb30BAHNEM KPUMTOCPEACTB;

2.6 ObecneyeHne yHKLMOHMPOBAHMA M 6e30NacHOCTN KPUNTOCPEACTB BO3/araercs
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Ha OTBETCTBEHHOro Mo/b30BaTeNs KPUNTOCPEACTB, WUMELero HeobXoauMbIA YpPOBEHb
KBanmpmkaunm, Ha3Ha4aemMoro nNprvkasom oneparopa (fasee - OTBETCTBEHHbIM N0Nb30BaTe b
KPUMNTOCPEACTB).

[lonyckaeTtcs BO3/10XeHne hyHKLUMIA OTBETCTBEHHOIO NO/b30BaTeNs KPUNTOCPEACTB Ha:

- O[LHOTO 13 Nosib30Baresnell KPUNTOCPEACTB;

-Ha CTPYKTypHOe noApasgeneHne wunn  JO/DKHOCTHOe  nuo  (paboTHMKa),
OTBETCTBEHHbIX 3a obecrneyeHne 6e30NacHOCTN NEepCOHasIbHbIX [aHHbIX, Ha3HavYaeMblX
oneparopom;

- Ha creuunanbHoe CTPYKTYpHOe nogpasgenieHvie no 3awuTe rocyapCTBEeHHON TaliHbl,
ncnonb3yroLlee A5 3T0ro WnpoBasibHble CPeACcTBa.

2.7. OTBETCTBEHHbIE MO/Ib30BaTENN KPUNTOCPEACTB AO/MKHbI UMETb (DYHKUMOHA/IbHbIE
00653aHHOCTH, paspaboTaHHble B COOTBETCTBUN C HACTOALLMMN TpeboBaHUAMMN.

2.8.MNpn onpegeneHun o06a3aHHOCTEN MONb30BaTENs KPUNTOCPEACTB HEOOX04UMO
YyuuTbIBaTb, YTO 6€30MacHOCTb 06PabOTKM C MUCMO/Ib30BaHNEM KPUMTOCPEACTB NepCOoHasIbHbIX
AaHHbIX obecneynBaeTcs:

- cCOOGNageHNeM  Nonb30BaTeNiAMM  KPUNTOCPEACTB  KOHMOUAEHUNAIbBHOCTU  MpU
obpalleHnn Co CBefeHUAMU, KOTOpble UM AOBEepeHbl UM CTasiu U3BECTHbI NO paboTe, B TOM
yncne Cco CBeAeHVUAMU O (IYHKUMOHMPOBaHUM W nopsake obecneyeHnss 6Ge30nacHOCTU
NPUMEHSAEMbIX KPUMNTOCPEACTB U K/THOUEBBIX AOKYMEHTaxX K HUM;

- TOYHbIM BbINO/IHEHMEM NOL30BATENAMMN KPUMNTOCPEACTB TPeboBaHU K 06ecneveHunio
6e30nNacHOCTV NepCOHaIbHbIX AAHHbIX;

- HAZ©XHbIM  XpPaHEHMEeM 3KC/lyaTauMOHHON W TEXHUYECKON [OKyMeHTauum K
KpunTocpeacTBaM, K/IKOYEBbIX  [IOKYMEHTOB, HocuTenei uHdopMaumm OrpaHU4yeHHoro
pacnpocTpaHeHus;

- obecneyeHnem TMPUHATBLIX B COOTBETCTBUM C TpeboBaHUSAMU K MarepuasibHbIM
HOCUTENSAM BUOMETPUYECKNX MEPCOHASIbHBIX AaHHbIX U TEXHONOMMAM XPaHEHUS TakUX OaHHbIX
BHE MHDOPMALMOHHbIX CUCTEM NEPCOHASIbHBLIX AAHHBLIX Mep.

- CBOEBPEMEHHbIM BbISIB/IEHVEM MOMbITOK MOCTOPOHHUX NINL, MOJTyYUTb CBELEHUA O
3amLLaemMblx NepcoHasIbHbIX AaHHbIX, 06 UCMNONb3yeMbIX KPUNTOCPEACTBaX WU KITHOYEBbIX
[OKYMEeHTax K HUM;

- HEMe/1EHHbIM MPUHATUEM Mep Mo NpeaynpexneHnto pasrialeHns 3awmaemMbixX
NepcoHasIbHbIX AaHHbIX, a Takke BO3MOXHOW MX YTEUKU NPW BbIBNEHUN (DaKTOB yTpaTbl Un
HeJoCTaun KpPUNTOCPEACTB, KMHOYEBLIX [OKYMEHTOB K HUM, YAOCTOBEPEHWIA, MPOMNyCKOB,
K/oYel OT NOMeLLeHWi, XpaHuniuL, ceindoB (MeTannnyecknx WKadgos), IMYHbLIX nevaTein n
T.N.

2.9. lvya, odpopmnsiemble Ha paboTy B KayecTBe MNosib3oBatesnieil (OTBETCTBEHHbIX
nosib3oBaresnein) KpUNTocpeacTs, AO/KHbI OblTb O3HAKOM/IEHbI C HACTOALMMN TpeboBaHUAMM
N APYrMMN OKYMEHTaMu, pernameHTUpYyroLWuMm opraHu3auuio u obecneyeHne 6e30nacHoCcT
NepCoHaNIbHbIX AaHHbIX Mpu nx 06paboTke B MHPOPMALMOHHBLIX CUCTEMAX, MOL Pacrucky u
HecyT OTBETCTBEHHOCTb 3a HecobOnfeHne UMK TpeboBaHW yKasaHHbIX [OKYMEHTOB B
COOTBETCTBUM C 3aKOHOAATeNbLCTBOM Poccuiickoin ®egepaunn.

2.10. Tekywnii KOHTpPONb 3a opraHu3auuein u obecnevyeHnem (QyHKUNOHMPOBaHUSA
KPMNTOCPEACTB BO3/NaraeTcs Ha orneparopa U OTBETCTBEHHOIO Mosib30BaTesis KpUNTOCPEACTB
B npegesiax nx ciy>ebHbIX NOSTHOMOUNIA.

2.11. KoHTposb 3a opraHusauuein, obecnevyeHnem oyHKLMOHMPOBaHMA U 6€30MacHOCTH
KPUNTOCPEACTB, NpefHa3HauYeHHbIX A1 3alnTbl NePCOHASIbHBIX AAaHHbIX NpU X 06paboTke B
NHPOPMALMOHHBIX CUCTEMax MNepPCOHasIbHbIX AaHHbIX, OCYLLECTBNSETCA B COOTBETCTBUWN C
[AelicTBYOLWMM 3akoHogaTenbcTBOM Poccuiickoli Pegepaumn.

2.12. B cnyyae Heob6XO4MMOCTU B3aMMOLENCTBUSA OnepartopoB MHAOPMAaLMOHHbIX
CUCTEM NPU WCMNOMb30BaHUM KPUNTOCPEACTB ANA obecrneveHusa 6e3onacHOCTM 06paboTKu
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NepcoHasIbHbIX AAHHbLIX A8 OpraHu3auMn B3avMOAENCTBUS KPUNTOCPEACTB MO PeLUeHUto
OnepaTopoB NEPCOHA/IbHbIX [aHHbIX BbIAENSETCS KOOPAVHUPYIOLWMI OpraH, OTBETCTBEHHbI
3a o6ecneyeHne 6e30MacHOCTM MEePCOHasIbHBLIX [AaHHbIX, YKasaHWsi KOTOPOro SIBMSHOTCS
o6s13aTeNIbHbIMI A/151 BCEX NO/Mb30BaTeNel KpUNTOCPEACTB.

3. Mopspok o6GpaleHns ¢ KpuntTocpeacTBaMu U KPUNTOK/IKOYaMu K HUM. Meponpuatus
npu KOMMNpPoOMeTaLun KpUnToKIlouen

3.1. Nonb3oBaresniv KpUNToCPeaCcTB 0653aHbI:

- He pasrnawarb MHhopMaunio O KH0YEBbIX LOKYMEHTAaX;

- He [onycKaTb CHATME KOMWI C KNI0YEBbIX [JOKYMEHTOB;

- He JonyckaTb BbIBOA K/OYEBbIX AOKYMEHTOB Ha gucnneii (MoHutop) M3IBM wunn
NnpuHTEP;

- He [onycKaTb 3anucun Ha K/Il4eBO HOCUTEb NOCTOPOHHEN MHhopMaLmy;

- He fonyckKaTb YCTaHOBKU K/1HOUYEBbLIX AOKYMEHTOB B Apyrue N3BM.

3.2. Mpn HeobxoouMOCTW nepefayn no TEXHUYECKUM CPeACcTBaM CBA3U C/Y>KEOHbIX
COOOLLEHNIn  OorpaHMYEeHHOro  [O0CTyna, KacalwLwumxcs opraHusauum un  obecneyeHus
PYHKUMOHNPOBAHNA KPUNTOCPEACTB, YyKas3aHHble COoO0OLleHnAa HeobxoaMmo nepefaBartb
TO/IbKO C MCNOoNb30BaHWEM KpunTtocpeacTs. lNepefadvya Mo TEXHUYECKUM CpeacTBamM CBA3U
KPUNTOK/IIOYE He [AOnyckaeTcs, 3a WCK/IYEHMEM ChneuuasibHO OpraHn30BaHHbIX CUCTEM C
[eLeHTpasIn30BaHHbIM CHabXeHneM KpUNTOK/THYaMu.

3.3. Kpuntocpenctsa, ucnonb3yemble A1 obecneyeHns 6e30nacHOCTN NepcoHasIbHbIX
JaHHbIX nNpu KX o06paboTke B WHPOPMAUMOHHLIX CUCTEMax, nogsiexar Yy4yety C
MCNO/Ib30BaHNEM MHAEKCOB WU/IM YCNIOBHbIX HAMMEHOBaHUIM N perncTpaunoHHbIX HOMEPOB.

MNepeyeHb WHAEKCOB, YC/IOBHbIX HaMMEHOBaHW W PperncTpaunoHHbIX HOMEepoB
KpMNTOCPeACTB  onpegensietca  ®epepasibHOW  cnyx6oirt  6e3onacHocTM  Poccuiickol
Penepaunn.

3.4. Vicnonb3yemble  WANW  XpaHUMble  KPUMNTOCPEACTBA, 3KCr/lyaTauMOHHas U
TeXHN4Yeckaa [OKYMEeHTauus K HUM, K/I4YeBble [OKYMEHTbl nogsexar Mo3k3eMnasapHoMy
yuyeTy. PekomeHayemblie ¢hopmbl npuBefeHbl B MpunoxeHun N 2. Tpu 3TOM nporpaMmHble
KpuntocpeacTBa A0/TKHbI YYUTbIBATLCA COBMECTHO C annapatHbIMW cpeacTBaMn, C KOTOPbIMU
OCYLLEeCTB/IAETCA WX LWTATHOEe PyHKLUMOHMpOBaHWe. Ecnu annapaTtHble wam annapaTrHo-
nporpamMmHble KpUNTOCpeAcTBa MNOAK/IYAOTCA K CUCTEMHOW LUWMHE WAW K OOHOMY U3
BHYTPEHHUX MHTepdieincoB annapaTHbIX CPeacTB, TO TakMe KpUNTOCPeAcTBa Y4YMTbIBatOTCA
TaK)Xe COBMECTHO C COOTBETCTBYIOLLIMMM annapaTHbIMU cpeacTBamMu.

EovHMLERn NO3K3eMNAAPHOIO y4yeta K/IH4YeBbIX [AOKYMEHTOB CUMTAETCH K/1HOYeBOM
HOCUTE/NIb MHOTOKPaTHOro UCNO/1b30BaHNs, K/1to4eBOW 6/10KHOT. EC/M OOUH 1 TOT e KNH4YeBOoMu
HOCUTENb MHOTOKPATHO MCMONb3YIOT A5 3anvcy KPUNTOK/IKOYENR, TO ero Kaxablil pas cnegyet
perncTpupoBaThb OTAE/LHO.

3.5. Bce nonyyeHHble 3K3eMnisipbl KPUNTOCPEACTB, SKCM/IyaTauMOHHON N TEXHNYECKON
OOKYMEHTaUMn K HUM, KH4YEBbIX [AOKYMEHTOB [AO/DKHbI ObiTb BblAaHbl NoA pacrucky B
COOTBETCTBYIOLLLEM XypHasie MO03K3EeMMIAPHOro Yy4yeTa nosib3oBaTeniaM KpUNTOCPencTs,
HECYLLIUM NepCcoHasIbHY0 OTBETCTBEHHOCTbL 38 UX COXPaHHOCTb.

OTBETCTBEHHbI NoMb3oBaTe/lb  KPUNTOCPEACTB 3aBOAUT W BeAeT Ha  Kaxaoro
nosib3oBarens KpUNToCpeACcTB INLEBOW CUET, B KOTOPOM PErncTpupyeT YUC/IALLMECH 3a HUMK
KpunTocpeacTsa, 3KCM/lyaTauMOHHYHO UM TEXHUYECKYI0 [OOKYMEeHTauui K HUM, K/14eBble
[OKYMEHTHI.

3.6. Ecnn akcnnyatauMoOHHOW M TEXHUYECKON [OKYMeHTauuein K Kpuntocpenctsam
npeaycMoTpeHO NPYMEHEHUE pPa3OBbIX K/IHYEBbIX HOCUTENEN WU KPUNTOK/IYU BBOOAT U



XpaHAT (Ha BECb CPOK UX AENCTBUA) HENOCPEACTBEHHO B KPUNTOCPEACTBAX, TO TaKO pa3oBbiii
K/IIOYEBON HOCUTE/Ib WAN 3/1EKTPOHHASA 3anucb COOTBETCTBYHOLLEro KPUMTOK/IYA LO/DKHbI
perncTpupoBaTbCs B TEXHMYECKOM (annaparHoM) XXypHasie, Befyllemcs HernocpefcTBEHHO
nosib3oBaTenemM KpuUnTocpeAcTB. B TexHuyeckoMm (annapaTHOM) XXypHasie OTpaxarT Takxe
JaHHble 06 aKkchyatauum KpuUNTocpeacTs W ApyrMe  CBefeHus, NpefyCcMOTPeHHble
3KCM/lyaTauMOHHON W TEXHMYECKOlM [AOKYMeHTauuelr. B MHbIX Ccriydasx TexHUYecKuii
(annapaTHbIn) XXypHaUsT Ha KpUNTocpeacTBa He 3aBOAUTCA (eC/M HET NPSMbIX YKka3aHuii 0 ero
BEAEHUM B 3KCM/yaTauMOHHON WM TEXHMYECKOW [OKYMEHTauunm K Kpuntocpenctsam).
Tunosas popmMa TeXHMYECKOro (annapaTHoro) XypHasia npueegeHa B npunoxeHuu N 3.

3.7 Mepepaya KpPUNTOCPEACTB, 3KCMNyaTaLMOHHOMW U TEXHWYECKON AOKYMeHTauum K
HUM, K/THO4YEBbIX LOKYMEHTOB [OMNYyCKaEeTCs TO/IbKO MeXy Mosib30oBarensiMy KpUnTocpeacTs U
(W) OTBETCTBEHHBLIM MOJIb30BaTENIEM KPUMTOCPEACTB MOA Pacrnvcky B COOTBETCTBYHOLLUX
XYpHaU1ax Noak3eMnaspHoro yyeta. Takas nepefada Mexay nosib30BarensiMy KpuntocpencTs
[0/HKHA ObITb CAHKUMOHMPOBaHA OTBETCTBEHHbLIM NOMb30BaTe/IeM KPUNTOCPEACTB.

3.8. MNonb3oBatesin  KPUNTOCPEACTB  XPaHAT  MHCTaU/MPYOLWLME  KpUNTOCpeacTBa
HOCUTE NN, 3KCMNTyaTauuoHHYI0 N TEXHNUYECKYI0 LOKYMEHTaUMI0 K KpUNToCpeAcTBaM, K/ltoyeBble
[OKYMEHTbI B LIKadax (AWwmKax, XpaHunuwiax) MHAMBUAYyanbHOro Nnonb30BaHUsA B YC/IOBUSIX,
MCKNoYaoLWmMX OECKOHTPO/bHbLIM  AOCTYNn K HUMM, a Takke WX HenpegHaMepeHHoe
YHUUTOXEHUE.

Monb3oBaTeniv KpUNTOCPEACTB MpeAycMaTpmuBaloT Takxe pasgefnibHoe 6e3onacHoe
XpaHeHVe [eNCTBYILWMX U pe3epBHbIX K/IHOYEBbLIX [AOKYMEHTOB, MpefHa3HavyeHHbIX A1
NPMMEHEHNS B Crlydae KOMNpoMeTauun AeACTBYHOLLMX KHOYEBBIX LOKYMEHTOB.

3.9. AnnaparHble cpencTsa, c KOTOPbIMU OCYyLLEeCTB/IAETCH LiTatHoe
PyHKUMOHMPOBaHNE KPUNTOCPEACTB, a Takke annaparHble K annapaTHO-NnporpamMmMHble
KpMNTOCpPeAcTBa A0/MKHbI OblTb 060pPYyAO0BaHbl CpeAcTBaMuM KOHTPO/IA 3a UX BCKPbITUEM
(oneyartaHbl, onnombupoBaHbl). MecTo oneyaTbiBaHUs (OM/1I0MOMPOBaHKS) KPUNTOCPEACTB,
annapartHbIX CpPeAcTB  [O/MKHO OblTb TakMM, 4TOObI €ro MOXHO Obl1I0  BU3yaslbHO
KOHTponMpoBaTb. [pu HanuumMm TEXHUYECKON BO3IMOXHOCTM Ha BpeMsi OTCYTCTBUS
nosb3oBareniell KpUNTocpeacTB YyKasaHHble cpefcTBa Heo6XoAMMO OTKYaTb OT JIMHUM
CBA3W 1 youpaTtb B orneyarbiBaemble XpaHunuLia.

3.10. KpuntocpeacTsa U KnoveBble AOKYMEHTbl MOMYT AOCTaBAATLCA (PenbAberepckomn
(B TOM uncne BeOOMCTBEHHON) CBA3bK WM CO CneunasibHO BblAENEHHBIMW ONepaTopoMm
OTBETCTBEHHbLIMU MO/b30BATENSAMU KPUNTOCPEACTB U COTPyAHUKaMU Npu co6MAeHUN Mep,
MCKNoYaoLWmMX 6eCKOHTPO/bHBIM AO0CTYN K KPUNTOCPeACTBaM WM K/OYEBbLIM [LOKYMEHTaM BO
BpeMs 0OCTaBKM.

JKcnnyataumMoHHYI0 1 TEXHUYECKYHD [OOKYMEeHTaumio K KpUNTOCPeACTBaM MOXHO
nepecblnarb 3aKka3HbIMU WX LEHHLIMU NOYTOBLIMU OTNPaBNEHUAMM.

3.11. Ans nepecbiikKn KPUNTOCPEACTB U K/HOUYEBbLIX LOKYMEHTOB OHW [O/DKHbI ObITh
noMeleHbl B MPOYHYK YNakoBKY, WCK/OYaoLWyd BO3MOXHOCTb WX  (PU3NYECKOro
NMOBPEXAEHMS W BHELUHEro BO34ENCTBMS, B OCOOGEHHOCTM Ha 3anuCcaHHyl K/IH4YeBYHO
nHdhopmauuo. Kpuntocpencrsa nepechbinatoT OTAe/IbHO OT KNHYeBbIX AOKYMEHTOB K HUM. Ha
yrnakoBKax yKasblBaloT orneparopa WM OTBETCTBEHHOIO Mosb30BaTeNns KpunTtocpencTts, ANs
KOTOPbIX 3TW YNakoBKM NpefHasHa4yeHbl. Ha TakMx ynakoBkKax pAgenatoT nomeTky “JIn4Ho".
YNnakoBKM oreyarbiBaloT Takum 06pasoM, UTOObl UCK/TOYaiaCb BO3MOXHOCTb U3B/IEYEHUSA U3
HUX COAEPXMMOro 6e3 HapyLLeHNs yNakoBOK 1 OTTUCKOB neyvaTu.

[l0 nepBoHavasIbHOW BbICLISIKM (M BO3BPALLEHNS) agpecaTy CoobLaloT OTAe bHbIM
MACbMOM OMNUCaHWe BbICbIIAEMbIX €My YNakoBOK M neyarei, KOTOPbIMA OHU MOryT ObITb
orneyaraHsl.

3.12. Ana  nepecbisikN  KPUNTOCPEACTB,  3KCM/yaTauuoHHOM W TEXHUYECKOW
OOKYMEeHTauMn K HUM, KMHO4YeBbIX [AOKYMEHTOB cfiefyeT MOAroTOBUTbL COMPOBOAUTESIbHOE



MUCbMO, B KOTOPOM HEO6XOAMMO YyKas3aTb: YTO MOCLIIAETCA U B KAKOM KOSIMYECTBE, YYETHble
HOMepa M3aenvii UM LOKYMEHTOB, a Takke, Mpu HeobXO4MMOCTM, Ha3HavyeHne W MNopsaoK
MCMNONb30BaHNA BbICbINMAeMOro oTnpassieHns. ConpoBoAuTENIbHOE MUCLMO BK/IaAbIBalOT B
OLHY 13 YyNaKoBOK.

3.13. Mony4yeHHble yNakoBKM BCKPbIBAET TOJILKO Onepatop WM OTBETCTBEHHbIN
nonb3oBaTeNlb KPUNTOCPEACTB, A7 KOTOPbIX OHM npegHasHaveHbl. Ecnv  cogepxumoe
Mosly4eHHOM YMakoBKW He COOTBETCTBYET Yyka3aHHOMY B COMNPOBOAWUTENIbHOM MUCbME W/
cama ynakoBka ¥ neyartb - UX OnMcaHuio (OTTUCKY), a TaKke ec/v ynakoBka MoBpexaeHa, B
pesynbrare 4yero obpasoBasicA CBOOOAHLIA [OCTYN K ee COAEePXMMOMY, TO nosy4varesib
COCTaB/ISIET aKT, KOTOPbIA BbICbl/IaeT oTnpaBuTento. MosyyeHHble ¢ TakuMu OTnpaBieHns MU
KPUNTOCPEACTBa W K/NOYeBble [OKYMEHTbl A0 MOJyYeHUs yKas3aHuil OT oTnpasBuTens
NPUMEHATb He pa3peLuaeTcs.

3.14. Mpn obHapyXeHnn 6GpakoBaHHbLIX K/HOYEBbIX [OKYMEHTOB WAN KPUMTOKHOYEl
OOVH 3K3eMnnAp OpakoBaHHOrO u3[enus cnepyet BO3BPaTUTb  U3TOTOBUTENO A/
YCTaAHOB/IEHMA NPUYMH NPOUCLUEALIEro U UX YCTpaHeHus B AasibHellem, a ocTaBlumecs
3K3eMNAAPbl XPaHUTb 40 NOCTYNAEHUSA AOMONHUTENbHBIX YKa3aHuii OT U3roToBUTENS.

3.15. Mony4yeHne KPUNTOCPEACTB, IKCN/TyaTayMoOHHON N TEXHUYECKON AOKYMeHTauun K
HUM, K/HOYEBbIX [OKYMEHTOB AO/HKHO ObITb NMOATBEPXKAEHO OTMPaBUTEN0 B COOTBETCTBUU C
NMopsAKOM, YKa3aHHbIM B COMPOBOAMTENBHOM nucbme. OTnpaBuTeNnb 0653aH KOHTPO/IMPOBaTh
[OCTaBKy CBOMX OTNpasneHuii agpecatam. Ecnu ot agpecata CBOEBPEMEHHO He MOCTYNWI0
COOTBETCTBYIOLLErO MNOATBEPXAEHUA, TO OTNPaBUTENlb OO/HDKEH HanpasuTb emMy 3anpoc U
MPUHATL MePbl K YTOYHEHMIO MECTOHAX0XAEHMSA OTNPaBNeHUN.

3.16. 3aka3 Ha N3roToBneHNe odepeHbIX KNHUYEBbLIX JOKYMEHTOB, UX WU3rOTOBMEHUE U
paccbl/iKy Ha MecTa UCMNOoMb30BaHUA [J/1 CBOEBPEMEHHON 3aMeHbl AEeMCTBYHOLMX KIHOUYEBbIX
[OKYMEHTOB criefiyeT Mnpou3BoanTb 3abnaroBpemMeHHO. YKaszaHue O BBOAe B [JelCTBue
oyepenHbIX KMH4YeBbIX [AOKYMEHTOB MOXET ObiTb [AaHO OTBETCTBEHHbIM M0/b30BaTeNniem
KPUNTOCPEACTB TO/MbKO MOC/Ne MOCTYM/IEHUA OT BCEX 3avHTepecOoBaHHbIX Mofb3oBaTesien
KpUNTOCPeacTB MNOATBEPXAEHUA O NOMYYEHUN MU OYEPELHbIX K/THOUYEBbIX AOKYMEHTOB.

3.17. Hencnonb3oBaHHble WAW BbIBEAEHHbIE W3 [ENCTBUSA KNHOYEBbIE [OKYMEHTbI
nogsiexar BO3BpaLleHU0 OTBETCTBEHHOMY MOMbL30BATE/N0 KPUMNTOCPEACTB WM NO  €ero
yKa3aHWIo A0/DKHbI ObITb YHUUYTOXEHbI HA MeCTe.

3.18. YHUUTOXEHME KPUNTOKIOYENn (MCXOAHOM KAueBOW MHOpMauUn)  MOXeT
NMpou3BOANTLCA NyTEM (OU3NYECKOT0 YHUUTOXEHUA K/IHOYEBOr0 HOCUTENHA, Ha KOTOPOM OHU
pacnosioXeHbl, WA NyTeM CcTUpaHusa (paspyLueHus)) KPUMNTOKoYein (MCXOLHOW KNHYeBOi
nHdpopmaunn) 6e3 NoBpPeXAeHNs KI4eBOro Hocutens (ansa obecneyeHus BO3MOXHOCTU ero
MHOIOKPaTHOr0O MCMOoJIb30BaHUSA).

KpunToksitoum (MCXOAHYH0 KTHYEBYHO MHGIOPMALMIO) CTUPAKOT N0 TEXHOMOMUU, MPUHATON
AN COOTBETCTBYIOLMX K/HOYEBbIX HOCUTENE MHOITOKpaTHOro WCMNosb30oBaHus  (OMUCKET,
komnakTt-guckos (CD-ROM), Data Key, Smart Card, Touch Memory wn T.M.).
HenocpeAcTBeHHble  OEWCTBUA NO  CTUPaAHUIO  KPUMTOKOYE  (MCXOAHOW  KNHOYeBOWA
MHpopmauun), a Takke BO3MOXHbIE OrpaHMYeHUs Ha [JdasibHelwee nNpUMEHeHue
COOTBETCTBYHOLLMX K/THOUEBbIX HOCUTENE MHOTOKPATHOIO UCNO/Ib30BaHNSA periaMeHTUpYTCS
3KCn/lyaTaumoHHON N TEXHUYECKOW AOKYMeHTaumnel K COOTBETCTBYIOLUM KpUNTOoCcpeacTBaM, a
TaKkke yKasaHUAMW oOpraHusauuMv, Mpou3BOAMBLUEN 3anucb KPUNTOK/Yel  (MCXOLHOW
K/l04EBON NHGHOpMaLNN).

KntoueBble HOCUTE/NM YHUUTOXAKOT NMyTEM HaHECEHUS UM HeyCTPaHUMOro (pr3nyeckoro
MOBPEXAEHMSA, UCK/IYAOLLIEro BO3MOXHOCTb UX MCNOMNb30BaHWA, a Takke BOCCTaHOB/IEHUSA
Ko4eBon MHopmauun. HenocpeacTBeHHbIE AENCTBUS NO YHUUTOXEHUIO KOHKPETHOIO Tuna
K/II0YEBOro HOCUTENS pernaMmeHTUPYTCA 3KCNyaTauuoHHOW U TEXHUYECKOW fOoKyMeHTaumen
K COOTBETCTBYHOLUMM KPUNTOCPEACTBAM, a Takke yKkasaHWsiM/ opraHm3auunm, NpousBoavBLUEl



3anncb KpUNToKoYel (MCXOA4HOM KNoYeBoin MHhopmauun).

BymaxHble 1 npoyve cropaemble K/loYeBble HOCUTENU, a TakkKe 3KCrnsyaraunmoHHas u
TexHnyeckaa [AOKyMeHTaumsa K KPUMNTOCPEeACTBaM YHUUTOXAKT MNyTeEM CXKUTaHUa Wnn C
MOMOLLIbIO JT00bIX BymaropesaTesibHbIX MaLlUuH.

3.19. Kpuntocpeacrtsa YHUUTOXAOT (YTUIM3UPYIOT) MO pPeLUeHno  onepatopa,
BMaZelolero KpunrtocpeactsaMmu, U € yBeAOMJIEHWEM OpraHu3auuv, OTBETCTBEHHON B
cootBeTcTBUU C MK3-2005 3a opraHu3aLnio NO3K3EMMNIAPHOro yyeTa KpuntTocpeacTs.

HameueHHble K YHUUTOXEHUO (YTununsauumn) Kpuntocpenctsa nognexar UsbATuio un3
annapatHbIX CpPeAcTB, C KOTOPbIMM OHW (OYHKUMOHMpoBanu. [Mpu 3TOM Kpuntocpenctsa
cuuTaloTCa U3bATbIMM U3  annapartHbiX CPeAcTB, €ec/An WUCMosIHeHa npefycMoTpeHHas
3KCn/lyaTaumoHHON 1 TEXHUYECKON AOKYMEHTaLMen K kpuntocpeacTsamM npoueaypa yaasieHus
NMpOorpaMMHOro obecneyeHnsa KPUNTOCPEACTB U OHU MOJTHOCTBIO OTCOEAMHEHBI OT annapaTHbIX
CpeacTs.

3.20. MNpurogHble ANs fasibHelero MCnosb30BaHWUs Y3/bl U AeTann annapaTHbIX
cpeacTB 0OLlero HasHayeHus, He npefHa3HayeHHble CchneunasibHO /19  annapaTHou
peanm3auun KpuntorpagouUecknx asirfopuTMoB UMM MHbIX (DYHKUUIA KPUNTOCPEACTB, a Takke
COBMECTHO paboTaluee € KpuntocpeacTsaMmy obopygosaHne (MOHUTOPbLI, MNPUHTEPHI,
CKaHepbl, KknasuMatypa W T.M.), paspelaeTtca UCMo/b30BaTb [MOC/ME  YHUUTOXEHUSA
KpunNTocpeacTB 6e3 orpaHuyeHuid. Mpu 3aToM MHOpMauus, KOTopass MOXET OCTaBaTbCA B
YyCTpOlCcTBax namsAtTM 060pygoBaHUs (Hanpumep, B MNpUHTepax, ckaHepax), AO0/MKHa ObITb
HaAeXHOo yaasneHa (ctepra).

3.21. KntoueBble [AOKYMEHTbl [O/DKHbl OblTb YHUUYTOXEHbl B CPOKW, YKa3aHHble B
3KcnyaTaumMoHHOM M TEXHUYECKOW [AOKYMEHTauuM K COOTBETCTBYIOLWMM KPUMNTOCPEACTBaM.
ECnn cpoK YHUUTOXEHUS 3KCnlyaTauMOHHOW U TEXHUYECKON AOKYMeHTaunell He yCTaHOB/IEH,
TO K/NHOYEBbIE LOKYMEHTbI AO/MKHbI ObITb YHUUTOXEHbI He no3gHee 10 cyTok nocne BbiBOAa NX
M3 peincteuma  (OKOHYaHUSA Ccpoka [[elcTBus). DakT YHUUTOXEHUS OdopMIseTcs B
COOTBETCTBYIOLLMX >XypHanax MNO3K3eMN/SAPHOro ydvyeta. B 3T ke Cpokum € OTMETKOW B
TEXHMYECKOM (annapaTtHoOM) XypHasie nogiexar YHUUTOXEHMIO pa3oBble KoueBble HocuTenu
N paHee BBeAeHHaA W XpaHAWAaAaca B KPUNTOCPEACTBaX WU WHbLIX AONOMHUTENbHbLIX
YCTpOICTBax KnwuyeBask MHQopMauumsi, COOTBETCTBYHOLAA BbIBEAEHHbIM W3  AEACTBUSA
KPUMNTOKNOYaM; XpaHsaLWMecs B KpunTorpauyecky 3alluieHHoM Buae AaHHble criefyer
nepeLndpoBaTb Ha HOBbIX KPUMTOK/HOYaX.

3.22. Pa3oBble K/OUeBble HOCUTENN, a Takke 3/IeKTPOHHbIE 3anucu KH4YeBOW
NHpopmauun, COOTBETCTBYHOLLEl BblBE€HHbIM n3  pgencteuns KpUNTOK/0YaMm,
HenocpeacTBEHHO B KPUMTOCPEACTBAX WM WHbIX  AOMNOMHUTENIbHBIX — YCTPOMCTBaX
YHUUTOXAKTCA NO/Mb30BaTeNsAMM 3TUX KPUNTOCPEACTB CaMOCTOATENIbHO NOA Pacnucky B
TeXHN4YecKkoM (annapaTHOM) XypHaJsie.

KntoueBble [AOKYMEHTbI YHUUTOXAKTCA MO0 MOosb30BaTeNIiMn KpUntocpeacTs, Moo
OTBETCTBEHHbLIM NOJIb30BATE/IEM KPUMTOCPEACTB MOA4 pPacnnucky B COOTBETCTBYHOLLUX
XypHasiax MO3K3EeMM/IAPHOIO y4yeTa, a YHUYTOXEeHWe 60/bworo obbemMa  K/IHYeEBbIX
[OKYMEHTOB MOXeT ObiTb 0popM/IEHO akToM. [pu 3TOM Mo/ib30BaTeNsAM KPUMNTOCPEACTB
paspeLuaetcs YHUYTOXaTb TOJIbKO NCNosiIb30BaHHbIE HenocpeacTBEHHO nMun
(NnpegHa3HayeHHble  ONA  HUX)  KPUNTOKMOUM.  [locne  YHUUTOXEHMS  NOoMb30Bartesiv
KPMNTOCPEACTB AO/MKHbI YBEAOMUTL 06 3TOM (TesiedpOHOrpamMmmoi, YCTHbIM COOGLLEHNEM MO
TenedpoHy UM T.N.) OTBETCTBEHHOrO MO/b30BaTeNd  KPUNTOCPEACTB AN CnucaHusA
YHUUTOXEHHbIX JOKYMEHTOB C UX JINLEBbLIX CHETOB.

YHUYTOXEHNE MO aKTy NPOM3BOAUT KOMWUCCUA B COCTaBe HE MeHee [BYX YenoBeK U3
yncna nuy, AOOMNYLWEHHbIX K MOSb30BaHWIO KpPUNTOCpeAcTB. B akte ykasbiBaeTcs 4TO
YHUUYTOXAETCA U B KAKOM KOoNnyecTBe. B KOHLEe akTa genaetcs utoroesas 3anuch (undpamu u
MPOMNUCBLID) O KOMIMYECTBE HaUMEHOBaHWA W 3K3EeMMNAAPOB  YHUUYTOXAEMbIX K/IHYEBbIX
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[OKYMEHTOB, WHCT&UI/IMPYIOWNX  KPUNTOCPEACTBA  HOCUTENEen,  aKCnayatauuoHHOW ”
TEXHUYECKOWN [OKyMeHTauuu. lVicnpaBneHWs B TeKCTe akTa [O/MKHbl ObITb OroBOPEHbI U
3aBepeHbl NoAMNUCAMN BCEX Y/IEHOB KOMMUCCUW, MPUHUMABLUMX yyacTue B YHUUYTOXeHUn. O
NPOBEAEHHOM  YHUUYTOXEHWM [enalwTcsd OTMETKA B COOTBETCTBYHOLLIMX  XypHanax
MO3K3eMMNIAPHOro y4yeTa.

3.23. KpynToKkN0UN, B OTHOLLEHMN KOTOPbIX BO3HUK/IO NOAO3PEHNE B KOMNpOMeTaLmu,
a Takke [eNCTByOLLMEe COBMECTHO C HUMW Apyrve KpUMnTOKIHYM HeobXoAMMO HemMen 1eHHO
BbIBECTU U3 AENCTBUSA, €CNN NHOWN NOPSLO0K HE OrOBOPEH B 3KCM/yaTauMOHHON U TEXHUYECKOM
JOKYMeHTauuM K KpuntocpefacTtsam. B uypesBblyaiiHbIX c/yvasx, Korga OTCYTCTBYHOT
KPUNTOK/KOUM NI 3aMeHbl  CKOMMPOMETUPOBAaHHbIX,  [OMNycKaeTcsi, N0  peLleHunto
OTBETCTBEHHOTO  MOMb30BaTENA  KPUNTOCPEACTB,  COM/1aCOBAaHHOrO C  OnepaTropom,
MCMonb3oBaHWe  CKOMMNPOMETMPOBAHHBLIX  KpUMTOKI4Yein. B 3TomM  criydyae  nepuog
MCMNO/b30BaHUA  CKOMMPOMETUPOBAHHBLIX  KPUMTOK/OYEN [OO/MKEH ObiTb  MaKCUMaslbHO
KOPOTKMM, a 3alpiaemasn nHopMaLms Kak MOXXHO MeHee LieHHOIA.

3.24. O HapyLleHusX, KOTopble MOryT MPUBECTM K KOMNPOMETaUUN KPUNTOK/IOYEN, KX
COCTaBHbIX YacTeil WM nepefaBaBLUMXCA  (XpaHAWMXCA) C WX MCNOSIb30BaHUEM
NepcoHasIbHbIX aHHbIX, M0oNb30BaTe/IM KPUNTOCPEACTB 0083aHbl CO06LLaTb OTBETCTBEHHOMY
nonb3oBareso KpUNTocpeacTs u (Unn) oneparopy.

OCMOTp K/1H04EBbIX HOCUTENE MHOTOKPaTHOIO MCMO/b30BaHWA MOCTOPOHHUMM LMY
He cnefyeT paccMmarpmBaTtb Kak NoJO3peHue B KOMNPOMeTauuu KpUNTOK/Yen, ecnv npu
3TOM UCKNOYaacb BO3MOXHOCTb X KOMMPOBAaHUS (YUTEHWUS, Pa3MHOXEHUS).

B cnyvasx Hepgoctaun, HenpeabsBNEHUSA  K/IHOYEBbIX [OKYMEHTOB, a TaKke
HeonpeaesieHHOCTU UX MECTOHaXOXAEeHUS NPUHMMAIOTCA CPOYHbIE MepPbl K X PO3bICKY.

3.25. MeponpuATMA N0 pPO3bICKYy W JioKanuM3aumy MocnefcTBUil - KoMnpomMeTawmm
K/TII0YEBbIX OOKYMEHTOB OpraHu3yeT 1 OCYLLEeCTB/ISET oneparop.

3.26. KntoueBble  JOKYMEHTbl  A19  KPUNTOCPEACTB WM UCXOQHas  K4vesas
nHdopmaunsas ona BbIPpabOTKM KOYEBLIX [AOKYMEHTOB u3rotasnmsatoTca ®Cb Poccun Ha
[IOrOBOPHOW OCHOBE UNW Nuuamu, UMerLwmmMn nuueHsnto PCB Poccun Ha gesaTeNlbHOCTb Mo
N3roTOB/IEHUIO KNHOYEBbIX OKYMEHTOB /151 KPUNTOCPEACTB.

N3rotoBNATL KHOYEBbIE [OOKYMEHTbl W3 WCXOLHOW K/OYeBOW WHopMauuy moryT
onepaTtopbl WM OTBETCTBEHHblEe MO/b30BaTENN  KPUNTOCPEACTB, MNPUMEHASA  LUTATHble
KpUNTOCpeacTBa, €ec/ivM Takas BO3MOXHOCTb MpefyCMOTpeHa  JKCnyaTtauyoHHOW  ©
TEXHNYECKOWN AOKYMEHTaUNen K KpMnTocpeacTBam.

4. Pa3wvelleHue, cneynasibHoe 060pyAoBaHMe, OXpaHa U OpraH1Msalus pexuva B
NoMeLLeHnsX, rae YCTaHOB/IEHbl KpUNTOCPEeACTBA UM XPAHATCS K/oYeBble [OKYMEHTbI
K HAM

4.1 Pa3smelleHne, cneynasbHoe o060pygoBaHMe, OXpaHa W opraHmsaums pexuma B
noMeLleHusax, rae ycTaHoB/IEHbl KPUNTOCPEACTBA U/IN XPAHATCA K/HUYEBble AOKYMEHTbI K HAM
(Danee - pexumHble MOMeLWEeHNs), OO/MKHbI o06ecrneymBaTb COXPAHHOCTb MNEePCOHasTbHbIX
AaHHbIX, KPUNTOCPEACTB U K/HOYEBbLIX AOKYMEHTOB K HAM.

Mpn 060pyAOoBaHUN PEXUMHbBIX MOMELLEHUA OO/DKHbI BbINOHATLCA TpeboBaHUA K
pasmMeLleHuIo, MOHTaXy KpunTocpeacTs, a Takke  gpyroro obopynoBaHus,
PYHKLMOHMPYIOLLETO C KpUNTOCpeacTBaMu.

[MepeuyncneHHble B HaCTOALWEM [OKYMeHTe TpebOoBaHUA K PEeXMMHbIM MOMELLEeHUAM
MOFYT He nNpeabsABNATbCA, €ecnu 370 NpefycMOTPEeHO npasunaMy  Nosib30BaHUA
KpuntocpeacTsamu, corfiacoBaHHbiMu ¢ ®CB Poccuu.

4.2. PeXXVMHble MNOMELLEHUA BbIAENAT C YYETOM pasMepoB KOHTPONUPYEMbIX 30H,



pernaMmeHTUPOBaHHbIX aKcnayaTauoHHOM n TEeXHNYECKOW OOKyMeHTaumemn K
KpuntocpeacTBaM. [lOMeLWeHNs LO0/MKHbI MMETb MNPOoYHble BXOAHbIE [ABEpPU C 3aMKamu,
rapaHTUpyoWwmMMn HaZeXHoe 3akpbiTue nomelleHuii B Hepabodee BpemMs. OKHa NMOMeLLEeHWA,
PacnosiOKeHHbIX Ha MepBbIX WM NOCNEAHUX 3Taxax 34aHui, a Takke OKHa, Haxogswmecs
OKOJ10 MOXapHbIX JIECTHUL, U APYTMX MecCT, OTKyAa BO3MOXHO NPOHWKHOBEHWE B PEXUMHbIE
NMOMeLLLeHMA MOCTOPOHHUX /L, HEOBX0ANMMO 060pyA0oBaTh META/I/INYECKUMU PELLETKaMN, U
CTaBHSAAMW, WM OXPaHHOW curHanmMsauuen, unm ppyrumuv cpeactsamu, npensiTCTBYHLUMM
HEKOHTPONIMPYEMOMY NPOHUKHOBEHWNIO B PEXMMHbIE NOMELLEHUSA.

4.3. Pa3melleHune, cneuvasibHOe 060pyfoOBaHWe, OXpaHa M opraHu3auus pexvva B
MOMELLEHVAX [LO/DKHbI UCK/TUYNTE BO3MOXHOCTb HEKOHTPOSIMPYEMOIO MPOHUKHOBEHUSA WK
npebbiBaHNs B HUX MOCTOPOHHUX /ML, a TakKke MNpPocMoTpa MOCTOPOHHUMM uLaMK
BeAyLLMXCA Tam pabor.

4.4. Pekum oxpaHbl MOMELLEHWA, B TOM 4uc/e npasuna [onycka COTPYAHUKOB WU
nocetutenen B paboyee n Hepaboyee BpeMs, yCTaHaB/IMBAET OTBETCTBEHHbIN NONb30BaTe b
KPUNTOCPEACTB MO COrnacoBaHuio, Npu HeobxoguMOCTW, C OnepaTtopoM, B MNOMELLEHUAX
KOTOPOro YCTaHOB/MIEHbl KPUNTOCPEACTBA WM XPAaHATCA KNH4YeBble [OKYMEHTbl K HUM.
YCTaHOB/NEHHbIA PeXUM OXpaHbl AO/MKEH NpedycMaTpuBarb Nepuoguvyecknii KOHTPOsb 3a
COCTOSIHMEM TEXHUYECKUX CPeACTB OXpaHbl, €C/IM TakoBble WUMEKTCA, a TakKke Y4uUTbiBaTb
NONOXEeHNs HacToAWwmMX TpeboBaHuiA.

4.5. iepn cneynomeLLleHNn AO0/MKHbI 6biTb MOCTOAHHO 3aKPbiTbl Ha 3aMOK WU MOTyT
OTKPbIBATbCA TOSIbKO A5 CAHKLMOHMPOBAHHOIO NpoxoAa COTPYAHMKOB U noceTutesneit. Knwouu
OT BXOOHbIX [ABepeil HymepytloT, YUMTbIBAOT W BbI4AKOT COTPYAHUKAM, WMENLWMM MpaBo
Jornycka B peXxuMHble MOMeLLeHUs, Nog, pacnucky B XypHasie yyeta xpaHunuuy. Ayénukarsbl
K/oYel OT BXOAHbIX ABepeli Takmx NoMeleHuii criegyeT XpaHuTb B celidoe oneparopa unn
OTBETCTBEHHOIO NOJb30BaTe/1A KPUNTOCPEeACTBaMMN.

4.6. Ana npefoTBpaLleHns NpoCcMoTpa U3BHE PEXUMHbLIX NMOMELLEHWUIA NX OKHA A0/KHbI
ObITb 3alUULLEHBI.

4.7. PeXXUMHble MOMELLEHNs, Kak MpaBuao, [AO/MKHblI ObiTb OCHALLEHbl OXPaHHOW
CUrHasM3aumen, cBA3aHHOW CO CNyXO0M OxpaHbl 30aHUA NN AeXYPHbIM MO0 OpraHu3aunmn.
McnpaBHOCTbL cUrHaIM3auum nepuoauyeckn HeobxXoAMMO MpOBepsiTb  OTBETCTBEHHOMY
nosb30oBarentio  KpUNToCpencTB COBMECTHO C MpeacTaBuTenieM  Cnyx6bl  OXpaHbl  Wu
AEXYPHbIM M0 OpraHM3auum ¢ OTMETKOM B COOTBETCTBYIOLLMX XYypHasiax.

4.8. [na XpaHeHUA K/IYEBbIX [OKYMEHTOB, 3KCM/lyaTauMOHHON U TEXHUYEeCKOM
AOKYMEHTaUnW, NHCTaUT/IMPYIOLLMX KPUNTOCPEACTBA HOCUTENEN AO0/MKHO 6biTb NPeAyCMOTPEHO
HeobXoAMMOe YMCNO HaLEXHbIX METaI/INYECKUX XPaHUANLL, 060pyA0BaHHbIX BHYTPEHHUMM
3amMKamu ¢ AByMS 3K3eMnasgpamu KNyen n KogoBbIMU 3aMKamMmn Un NpucnocobneHnsamm ans
oneyatbiBaHWSA 3aMOYHbIX CKBaXMH. OAMH 3K3eMMAsap K/awva OT XpaHuivwa [OSDKEH
Haxo4uTbCA Yy COTPYAHMKA, OTBETCTBEHHOIO 3a XpaHunuiie. ybnvkartbl Kitovei oT XxpaHuauy,
COTPYAHUKN XpaHAT B celiche OTBETCTBEHHOIO MO/b30BaTesiss KpUNTOCpeAcTB. [yonukar
KM4Ya OT XpaHunuwia OTBETCTBEHHOIO Mo/b30BaTeNns KpUnTocpeacTB B OneyaTaHHOM
yrnakoBke [0/hKeH ObITb NepefaH Ha XpaHeHvre oneparopy nof pacnucky B COOTBETCTBYHOLLEM
XypHane.

4.9. o OKOH4YaHuMM paboyero AHS PeXMMHOEe MOMeLLeHNEe U YCTaHOB/IEHHblE B HEM
XpaHunvia Ao/HKHbI ObITb 3aKpbIThl, XpaHUULA oneyaTtaHbl. Haxoasuwmecs B nonb30BaHUn
KMOUM OT XpaHuivw, AO0/MKHbI ObiTb CAaHbl NOA, Pacnucky B COOTBETCTBYHOLEM XypHane
OTBETCTBEHHOMY NOMb30BATE/I0  KPUNTOCPEACTB WM YNOSIHOMOYEHHOMY  (4EeXYypHOMY),
KOTOpble XPaHAT 3TW KUYN B JIMHHOM UAN CneuuasnibHO BblAeNEeHHOM XpaHuuLe.

Kntoumn oT peXXuMHbIX MOMELLEHWI, a TakKe KoY OT XpaHWauwa, B KOTOPOM HaxoAsATCs
KNOUM OT BCEX APYrUX XPaHWIULL, PEeXUMHOro NomeLleHus, B ornevyataHHOM BUAE O0/DKHbI
ObITb CAaHbl NOA, Pacnucky B COOTBETCTBYIOLLEM XYypHase CAyX0bl OXpaHbl WU OEXYPHOMY



No opraHm3auum O4HOBPEMEHHO C nepegadeit Nof oxpaHy camux PeXMMHbIX NOMEeLLEHWA.
Meyatn, npegHasHayeHHble [ANA oOneyarbiBaHUA XpaHWNWL, [O/MKHbl HaxoAuTbCA Y
nosb3oBaTeneil KPUNTOCPeACTB, OTBETCTBEHHbIX 3a 3TW XpaHuamLa.

4.10. Mpn yTpaTe KNw4Ya OT XpaHWNULLA WAM OT BXOAHON [ABEpPU B pPEeXMMHOEe
noMeLleHre 3aMOK He06X0AMMO 3aMeHUTb UK nepefenarb ero CEeKpPeT C MU3rOTOB/IEHNEM K
HEMY HOBbIX K/IlOYE C [AOKYMeHTaslbHbIM OdgoopmieHneM. EcnyM 3amMok OT XpaHunuwa
nepegenarb HEBO3MOXHO, TO Takoe XpaHwuviie HeobxoauMo 3amMeHuTb. [opagoK XpaHeHus
KNHOYEBBLIX U APYTMX AOKYMEHTOB B XpaHWIWULLE, OT KOTOPOro yTpayeH K4, A0 U3MEHEHUA
cekpeTa 3aMKa yCcTaHaB/IMBaeT oneparop Wiv OTBETCTBEHHbIM NONb30BaTe b KPUNTOCPEACTB.

4.11. B 06bIYHbIX YC/IOBUAX PEXMMHbIE NOMELLEHNSA, HAXOAALLMECH B HUX OneyaTaHHble
XpaHunvia MoryT ObiTb BCKPbITbl TOIbKO MOJIb30BaTENSAMN KPUNTOCPEACTB, OTBETCTBEHHbLIM
nosnib3oBaTenemM KpUnTocpeacTs UM onepaTopom.

Mpn oBHapyXeHUn NPU3HaKOB, yKasblBalOLLMX HA BO3MOXHOE HeCaHKUVWOHMPOBaHHOEe
NPOHUKHOBEHWE B 3TU MNOMELLEHUS WAN XPaHWIuWa MOCTOPOHHUX /L, O CllyyMBLUEMCA
[O/MKHO ObITb HEMEAJ/IEHHO COO6OLEHO OTBETCTBEHHOMY MOJ/1b30BATE/NO KPUMNTOCPEACTB UMK
onepatopy. MNpuObLIBLUNIA OTBETCTBEHHbLIA MNOMb30BaTE/lb KPUNTOCPEACTB [AO/HKEH OLEHUTb
BO3MOXHOCTb KOMMpPOMETaLNN XPaHALMXCA KAHUYEBBLIX U APYTUX AOKYMEHTOB, COCTaBUTb aKT
M NPUHATb, NPU HEOo6GXOAMMOCTW, Mepbl K flokanusauuum nocneacTBUin KoMnpomeTauuu
NepCoHasIbHbIX AAHHbIX U K 3aMeHe CKOMMPOMETUPOBAHHbIX KPUNTOK/IOYEN.

4.12. Pa3melleHre 1 MOHTaX KPUNTOCPeACTB, a Takke [pyroro o06opynoBaHus,
OyHKLUMOHMpPYIOLWEro C KPUNTOCPEeACTBaMW, B PEXMMHbLIX MOMELLEeHUAX AO/DKHbl CBECTU K
MVWHUMYMY BO3MOXHOCTb HEKOHTPOMIMPYEMOro A0CTyna MOCTOPOHHUX /UL, K YKasaHHbIM
cpeacTtBaM. TexHuyeckoe 06CnyXmBaHWe Takoro 060pyAoBaHMA WU CMeHa KpPUNTOKoYel
OCYLLEeCTB/IAKOTCA B  OTCYTCTBME NUL, He [ONyLEeHHbIX K pabote C  [aHHbIMU
KpuntocpeacTsamu.

Ha BpemMs oTCyTCTBUSA NoNb3oBaTeneli KpUnTocpeacTB ykaszaHHoe o60opyaoBaHue, npu
Ha/INYMMN TEXHUYECKOW BO3MOXHOCTU, AO/MKHO ObITh BbIK/THOYEHO, OTK/IHOYEHO OT JIMHWUM CBA3U
M ybpaHoO B oneyaTbiBaemble XpaHunuuwia. B nNpoTMBHOM c/iyyae Mo cornacoBaHuio C
OTBETCTBEHHbIM nosib3oBatenem KpUNToCpeacTs Heobxo4MMo npeaycmMoTpeTb
opraHu3auMOHHO-TEXHUYECKME  Mepbl,  UCK/IYalwme  BO3MOXHOCTb  MUCMNOMb30BaHUSA
KpunTocpeacTB NOCTOPOHHUMU NULLAMMU.

PykoBoacTtso 8 LieHTpa
®Cb Poccumn

MpunoxeHwue 1
OCHOBHbIe TepMUHbI U onpeaeneHusn

BnokupoBaHue nepcoOHa/IbHbIX f[aHHbIX - BPeEMeHHOe MpekpaweHne cbopa,
cucTemarmsanmm, HakonIeHus, UCrnosib30BaHUA, pacrnpocTpaHeHUs NepCcoHasIbHbIX AaHHbIX, B
TOM 4yncne UX nepegadn.

[Joctyn K wuHdopmayum - BO3MOXHOCTb MNOAydYeHUss WHopmauumnm u  ee
MCNO/b30BaHNS.

MHdopmaynoHHaa cuctema - COBOKYMHOCTb cogepxauwleics B 6aszax [aHHbIX
nHpopmauun n obecneunmBarowmx ee 06paboTKy MHGOPMALMOHHBLIX TEXHOMNOTUIA 1
TEXHUYECKNX CPELCTB.

WHdopmaymoHHaa cuctema nepcoHasibHbIX AaHHbIX - MHPOPMaLMOHHas cuctema,
npeactasnsaowas cobor COBOKYMHOCTb MEPCOHasIbHbIX [AaHHbIX, cogepXawmxcs B 6ase



AaHHbIX, a Takke WMH(OPMAUMOHHBLIX TEXHOMOTMA N TEXHUYECKMX CPencTB, NO3BOMAHOLLMNX
OCYLLEeCTB/IATb 006paboTKy Takux MepcoHasIbHbIX [aHHbIX C WCNOMb30BaHWEM CpefacTB
aBToMarmsaumm uam 6e3 Ncnonb3oBaHNSA Takux CPeacTB.

KoHTponupyemasa 30Ha - NPOCTPaAHCTBO, B MNpefesniax KOTOPOro OCYLeCTB/ISETCA
KOHTPO/Ib 3a NpebbiBaHMEM N AENCTBUAMN NUL, U (M) TPAHCMOPTHBLIX CPeacTB.

MpaHuuen KOHTPONMPYEMOI 30HbI MOXET ObiTb: MEPUMETP OXPaHAEMOWN TeppuTopum
npeanpuaTusa (yupexaeHus), orpaxaaroume KOHCTPYKUMM OXPaHAEMOro 34aHnst, OXpaHAeMoi
4yacTu 34aHus, BblAEIEHHOIO NOMELLEHNS.

KoHdmaeHUuMabHOCTb NepcoHasIbHbIX AaHHbIX - 0653arefnibHoe A1a cobnaeHus
oneparopoM WM WUHbIM NOMYUYUBLUMM [OCTYN K NEePCOHasIbHbIM AaHHbIM SMLOM TpeboBaHue
He fgonyckaTb WX pacnpocTpaHeHuss 6e3 cornacusi cyobekta nepCcoHasbHbIX AaHHbIX WN
Ha/IM4Ms MHOTO 3aKOHHOIO OCHOBAHUA

KpuntocpegctBo - LncppoBasibHOE (kpunTorpachuyeckoe) CpefacTBo,
npegHasHavyeHHoe AN 3awmTbl MHOPMaUUN, He cofepXallei CBeAeHWUI, COCTaBASLLNX
rocyfapcTBeHHy0 TailHy. B 4yacTHOCTM, K KpuNTOCpeAcTBaM OTHOCATCA CcpefcTBa
KpunTtorpaduueckoit 3awmuTbl nHdpopmaunn (CK3W) - wndpoBanbHbie (Kpuntorpaduyeckme)
cpeAcTBa 3alnTbl MH)OPMaUUK C OrpaHUYEeHHbIM AOCTYMNOM, He cogepXallei cBeaeHWH,
COCTaBNSALNX FOCYAaPCTBEHHYIO TaHy

Mopaenb Hapywutens - npegnosioKeHNns 0 BO3MOXHOCTAX HapyLumTens, KoTopble OH
MOXET MCMOoJIb30BaTh 4/ pa3paboTky 1 NPoBeAeHNs aTak, a Takke 06 orpaHMyeHnsIX Ha 3Tn
BO3MOXHOCTW.

Mopaenb yrpos - nepeyeHb BO3MOXHbIX Yrpo3.

OOpaboTKa NepcoHa/IbHbIX AaHHbIX - AelcTBUA (onepauun) € MNepcoHasIbHbIMM
JaHHbIMW,  BKKOYas cOop, cucTtemMaru3auuio, HakorsieHue, XpaHeHue, YTOYHeHue
(o6HOBNEHNE, N3MEHEeHMEe), UCMOoJIb30BaHWe, pacnpocTpaHeHue (B TOM 4ucne nepepady),
o6e3nnumBaHne, 6/10KkMpoBaHe, YHUUTOXEHNE NepCoHa IbHbIX AAHHbIX.

OOwWeanoCTyNHbIE MNepCcoHasIbHble fAaHHble - MepcoHasibHble [AaHHble, AO0CTYM
HeorpaHM4YeHHOro Kpyra Ny, K KOTopbIM MpefocTaB/ieH C corfiacus cyobekTa nepcoHasbHbIX
AaHHbIX UM Ha KOTOpble B COOTBETCTBMM C (hefepasibHbIMU 3aKOHaMN He pacnpocTpaHsaeTcs
TpeboBaHme cobMoaeHNA KOHpNAEHLMAIBHOCTH.

OnepaTtop - rocygapCTBEHHbIM OpraH, MyHUUMMNa/IbHbIA OpraH, Hpuanyeckoe wun
domanyeckoe vuo, opraHusyowme n (UamM) ocyulecTenswme o6paboTky nepcoHasIbHbIX
AaHHbIX, a TaKke onpeaenstowme Lenm n cogepxaHne o6paboTkm NepcoHasibHbIX AaHHbIX.

MepcoHanbHbIe AaHHble - N06as HHopMaLums, OTHOCALLAACA K onpeaeneHHOMY Un
onpefensieMoMy Ha OCHOBaHWW TakoW WHgopmauun dmsndeckomy nmyy (CyobekTy
NepcoHaNIbHbIX OAaHHbIX), B TOM uyucrie ero pamunns, Ums, OT4EeCTBO, rof, Mecsu, garta u
MEeCTO pOXAeHus, afjpec, CeMeilHoe, couuanibHoe, WMYLEeCTBEHHOE MOJIoXKeHue,
ob6pa3oBaHue, npocheccus, [oxonbl, apyras MHpopmMaLlus.

MNonb3oBatenb - /MUO, Y4YyacTBYHWLIEE B 3KCh/yaTauuum KpUNTOCPeacTBa WM
ncnonb3ytlollee pesynsTaTbl ero PYHKLMOHNPOBAHUSI.
PacnpocTpaHeHUe MNepcoHa/lbHbIX [MAaHHbIX - [JeiCTBUS, HarnpaB/feHHble Ha

nepegady nepcoHasibHbIX AaHHbIX ONpeAenieHHOMY Kpyry nuy (nepefada nepcoHaslbHbIX
[laHHbIX) WM HA 03HAKOM/IEHUE C MEPCOHA/IbHLIMY AAHHLIMU HEOTPAHWUYEHHOTO Kpyra L, B
TOM u4nc/ne 06HapoAoBaHME NEPCOHA/IbHbIX AaHHbIX B CPEACTBAX MacCOBOV MHGIopMaumu,
pasMelleHne B MHGOPMALMOHHO-TENTEKOMMYHUKALIMOHHBIX CeTAX WAM  npefocTaB/ieHne
[l0CTyna K NepcoHasibHbIM AaHHbIM KakuM-IM60 MHbIM CNOCOGOM.

PeXVUMHble MNOMELEHUA - MOMELUEHUs,, [Ae YCTaHOBMEHbI KPUMNTOCPEACTBA WM
XPaHATCA K/HOUYEBbLIE AOKYMEHTbI K HUAM.

CpeAcTBO 3almTbl UHYOPMaLUK - TEXHWYECKOoe, MPorpamMMHOe CPeAcTBO, BELLECTBO
n (Mnn) matepuvas, npegHasHauYeHHbIE UM UCNO/b3yeMble AN 3aLMTbl MHOPMaLMN.



LuchpoBanbHble (Kpuntorpaduueckue) cpeacrTea - KpUNToCcpeacTaa:

a) cpepcTBa WudpoBaHUA - annaparHble, NPorpaMmHbIe 1 annapaTtHo-NPorpaMMHbIe
cpeacTBa, CWUCTEMbl WM KOMIJIEKCHI, peanusylowme  anropuTMbl  KpUnTorpadymnyeckoro
npeobpasoBaHusa MHOpMauMM W npefHasHayeHHble A8 3aWnTbl  MHOpMauMM npu
nepegaye no KaHanam CBA3N U (UM) ANA 3amUTbl MHpOpMaL MK OT HeCaHKLMOHUPOBAHHOIO
[ocTyna npun ee 06paboTke N XpaHeHUu;

6) cpegcTBa  MMUTO3AWMTBLI -  annapartHble, MporpaMmHble U1 annaparHo-
nporpamMmHble  CcpeacTsa, CUCTEMbl U KOMIMJEKCbl,  peanusylowmne  asiroputMmbl
Kpuntorpaguyeckoro npeobpasoBaHnsa MHAOPMaLUM U NpefHa3HavYeHHble AN 3aWwuTbl OT
HaBA3bIBaAHUA NTOXHOM MHpopMaLmy;

B) cpeAcCTBa 3/1IeKTPOHHOW UM poBOI NmoAnucu - annapatHble, nporpamMMHble U
annapatHO-NporpaMMHble cpeacTBa, obecneuyvBatolle Ha OCHOBe KpunTorpaguyeckmx
npeobpasoBaHuii peanmM3aumilo XOTa Obl O4HOWM K3  cnepyowmx GYHKUWIA: co3gaHue
3N1EKTPOHHON UMGPOBOI MNOANUCU C  WCMOMb30BaHMEM 3aKPbITOrO K/loYa  3/1eKTPOHHOW
uncppoBor nognucy, NOATBEPXAEHME C WCMNO/b30BaHWEM OTKPbITOrO K/itova 3M1EKTPOHHOM
uncppoBoli nognNucy NOAAMHHOCTU 3/1IEKTPOHHON LMPOBOM NOANUCKU, CO3LaHMNE 3aKpPbITbIX W
OTKPbITbIX K/H0YEe 3NEeKTPOHHOM LMdpOBOA Nognuncu;

r) cpeacTBa KoAupoBaHUS - cpeacTsa, peanuayloLine aNIroOPUTMBbI
Kpuntorpadpuyeckoro  npeobpasoBaHus nHdopmauum ¢ BbINOSIHEHNEM 4acTu
npeobpasoBaHMsa MyTeM Py4YHbIX ONepauuin UaM € UCNosib30BaHMEM aBTOMaTU3NPOBAHHbIX
CpeACcTB Ha OCHOBE Takux ornepauuii;

[1) cpeAcTBa U3rOTOB/IEHUS K/HOYEBBLIX [OKYMEHTOB (He3aBMCKMMO OT BuAa HOCUTENS
K/l04EeBON MHGOpMaLnn);

€e) K/loYeBble AOKYMEHTbI (HE3aBMCMMO OT BUAA HOCUTENS KI0YEBOW MHADOpMALIN).



TUNOBAA ®OPMA
YXYpHana No3K3eMMJISsPHOro yuyeta KpUnTocpeacTB, IKCMNIyaTalMOHHOW U TEXHMUYECKOW AOKYMEHTaLUun K HAM, K/1loueBbIX

MpunoxxeHue 2

OOKYMEHTOB
N HanmeHoBaHue PeructpaunoHHble Homepa OTmeTKa 0 nosiyyeHum OTmeTKa 0 Bblaaye

n.n. | KpUNTocpeacrtsa, Homepa CK3W, 3K3emMnnapoB Ot Koro Jata n ®.1.0. Jata un

3KCNNyaTaumoHHO | 3KcrlyaTauuMoHHOW 1 | (kpunTorpaduyec- | nosyyeHsi HoMep nosb3oBaten | pacnucka B

N TEXHNYECKOW TEXHUYECKOW Kne HoMepa) conpoBoau- 5 nosy4yeHnm
OOKYMeHTauumn K | AOKYMEHTaUUn K HUM, K/1HOYEeBbIX TesIbHOro Kpuntocpeac
HUM, KNHOYEBbIX HOMepa cepuit [OKYMEHTOB niucbma B
[OKYMEHTOB K/10YEeBbIX LOKYMEH-
TOB
1 2 3 4 5 6 7 8
OTtmeTka o nogxtodeHun (yctaHoske) CK3U OTtmeTtka 06 n3bATnn CK3W 13 annaparHbix cpeacTs, | MpumevaHune
YHUYTOXEHUN K/THOYEBbLIX JOKYMEHTOB
®.1.0. nonb3oBaTensa Jata Homepa Jata ®.1.0. nonb3oBatensd Homep akTa
KpUnNTocpeacTs, noaKNH4YeHns annaparHbIX N3bLATUSA CK3WU, AN pacnmncka
Npoun3BOAMBLLETO (ycTaHoBKu) u CpeAacTs, B (yHWuTO- npovn3BOANBLLETO 06
nogkr4veHne nognucu nuu, KoTopble XeHns) n3baTme YHUUTOXEHUU
(ycTaHOBKY) NpoOmn3BeALnNX | YCTaHOB/EHDI (YHUUTOXEHNE)
nogkn4veHne WIN K KOTO-
(ycTaHOBKY) pbIM NOAK/IHO-
YyeHbl KpUnTo-
cpefcTea
9 10 11 12 13 14 15

MpunoxeHue 3



TUNOBAA ®OPMA
TEXHMYECKOro (annapaTHOro) XypHana

N Jata Tnnwn 3anucu no Vicnonb3yemble KpUNTOK/IHO4n OTtmeTKa 06 Mpume-
n.n. perncrpa- | 06cnyxu- YHUUTOXEHUN yaHue
UMOHHbIE BaHWIO (cTupaHnum)

HoMmepa KpunTo- Tun CepuiiHbii, Homep pasoBo-ro | [lara Mognucek
ncnonb3y- | CpeacTs KNHOYeBo- | Kpunrtorpadu- KNH4YEeBOro nonb30-Barens
eMbIX ro AOKY- | Yeckuii Homep u HOCUTENSA Unu KpunTocpenct
KpunTo- MeHTa HOMeEp 3K3eMr- 30HbI B
cpencTs nfApa Knw4vyeBo- | KPUNTOCPEeAcCTs,
ro JOKYMeHTa B KOTOpPYO BBe-
OeHbl KpUnTo-
KNoun
1 2 3 4 5 6 7 8 9 10
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